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Flexible Management
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Hi

• Some History
• Chief Security Officer, IntSights

• Executive Security Advisor, IBM/Trusteer

• Head of Cyberthreats Research Lab, RSA Security

• Adj. Prof. for Cybersecurity, Boston College

• Started my career in high-school… not in a good way 
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The Attacker Needs To Be Right Just Once, The 
Defenders Have To Be Right All The Time!

Myth I
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The Single Point Of Failure Fallacy
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The Attacker Needs To Be Right Just Once, The Defenders Need To Be Right All The Time

You are here!



Why Is This Happening?



More Security Products = 
Better Security

Myth II



More Security Products Means Better Security



So, What Are We Missing?
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Why Is This Happening?



Why Is This Happening?



Everything, Everywhere, Anytime 

THE POLICY MUST 
FOLLOW THE USER



Ransomware Attack Stages

Case Study (and disclaimer) 
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• Phase 1 – Infiltration
▪ Phishing 

▪ Connection to external site

▪ Download of payload

• Phase 2 – Network activity
▪ Admin password collection

▪ In memory (fileless) malware

▪ 2 Weeks of network lateral movement  

▪ SMB pushing encryption (guess when!?)

• Phase 3 – Exfiltration
▪ Upload 



Ransomware Attack Stages

Choke Points
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Change This

You are here!



You Want To BE Here

To This



What Are Attackers Saying?

Source: Two weeks with a Russian Ransomware cell / Brook Chelmo



What Are Attackers Saying?



Actionable Reliable

Timely

Security

False 
Positives

Just A 
Feed

Old 
News

It’s Only Good As Your Visibility



Bonus Myth – Attackers Use Their Own Servers
Aka – LOL? LOC!



For Sale
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For Sale
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The Network for Whatever’s Next

Thank You!
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https://www.facebook.com/CatoNetworks/
https://www.linkedin.com/company/cato-networks/
https://twitter.com/CatoNetworks

